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Embedded systems deployed in hostile environments often employ some dedicated tamper-
resistant secure hardware to handle cryptographic operations and keep keys secure. Examples
include mobile phones (which contain SIM cards), smartphones (recent models include ‘Secure
Elements’), public transport ticketing systems (such as the Calypso system which employs
‘SAM’ modules), smart utility meters (that include a smartcard-like chip for cryptography),
on-vehicle cryptographic devices to support vehicle-to-vehicle networking et caetera. In such
systems, it is often necessary to support the possibility of remotely revoking and updating the
long-term keys on the device.

While extensive research addresses the problem of establishing session keys through crypto-
graphic protocols (see e.g. [1, 2, 4]), relatively little work has appeared addressing the problem
of revocation and update of long term keys [3, 7, 5, 6]. We present an API for symmetric key
management on embedded devices that supports revocation and prove security properties in
the symbolic model of cryptography. Our API supports several modes of operation depending
on the capabilities of the hardware, including time-based revocation and forced revocation with
(temporary) blacklisting of key levels.
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